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“Det finns inget dåligt väder, bara dåliga kläder."

“There are no bad cyber-physical threat models, only bad frameworks.”

1. CPSTRIDE – A better threat modeling framework for CPS

2. Comparative threat modeling: CPSTRIDE vs. STRIDE

3. LLM-assisted threat modeling

Contributions

Overview
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Additive manufacturing cyber-physical process chain
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Additive manufacturing cyber-physical threats
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Popular threat modeling frameworks

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool-threats

https://attack.mitre.org/matrices/ics/

None of these frameworks explicitly consider physical entities / processes.

Cyber-physical systems need first-class tickets.
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The STRIDE framework

Mature, well-known and 

widely-used framework for 
cyber threats.

Threat modeling process:

1. Create Data Flow 
Diagram

2. Identify threats to DFD 

elements
3. Investigate & prioritize 

threats
4. Mitigate vulnerabilities

DFD Example: Oreilly, Jonathon & Nagappan, Ramesh. (2019). Passive Data Collection and Threat Identificat ion through use of aGraph Database in IoT Devices.
STRIDE threats diagram: https://medium.com/@arielhacking/examples-of-stride-threats-for-payment-applications-87a0ad0c3a21

Step 1: Create DFD Step 2: Identify Threats
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CPSTRIDE framework specification

What parts of STRIDE need to be expanded to be a better cyber-

physical security framework?

1. Data Flow Diagram

2. Security Properties

3. Security Threats

4. Susceptibility Matrix
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CPSTRIDE Susceptibility Matrix
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Comparative threat modeling for AM CPS

STRIDE DFDCPSTRIDE CPFD
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S    T     R     I     D    E

LLM-assisted comparative threat modeling for AM CPS
- Claude 3.7 Sonnet assumes role of subject matter expert.

- Orange Highlights: Physical & cyber-physical threats
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- Claude 3.7 Sonnet assumes role of subject matter expert.

- Orange Highlights: Physical & cyber-physical threats

LLM-assisted comparative threat modeling for AM CPS

S    T     R     I     D    E



/ 2016

Discussion: CPSTRIDE Advantages

➢ Allows explicit modeling of physical & cyber-physical entities, 

e.g., material and energy flows, hybrid security measures, 

geographic proximity, humans

➢ Allows differentiation of Links from Flows, Processes from Devices

➢ Facilitates modeling the physical effects of cyber-attacks

➢ Invites the use of LLMs to augment human expertise
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Discussion: CPSTRIDE Limitations & Challenges

➢ More complex & time-intensive than STRIDE

➢ Ambiguity of broadened threat susceptibility for elements

➢ Abstract conceptual threats vs. cyber-physical databases

➢ Technological costs of physical vs. digital threat scanning

➢ Dangers of overreliance on AI / LLMs
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Discussion: Future Work

➢ Application of CPSTRIDE to other CPS domains.

In development: CPSTRIDE for Water CI and UAS threats 

➢ Development of automated tools leveraging AI & LLMs

➢ Integration with existing security frameworks & standards

NIST Cybersecurity Framework

IEC62443

ISO/IEC 27001
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Slutsats (Conclusion)

Q&A

Contact

dallas-elleman@utulsa.edu
QR: https://www.linkedin.com/in/dallas-elleman
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